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Abstract

Choosing good reward functions in reinforcement learning (RL) is notoriously diffi-
cult. Oftentimes, the true reward function is sparse, or difficult to specify (as is the
case with many robotics applications or aligning LLMs to human preferences [6]).
As a result, RL techniques employ proxy rewards, which provide high-frequency
feedback and act as intermediate guidelines during learning. Nevertheless, these
proxy rewards can sometimes be misspecified and are therefore exploitable, leading
to agents learning undesirable and potentially harmful behavior by gaming the
reward function in an unintended way. Commonly referred to as reward hacking
[10], this behavior is largely qualitative and difficult to formalize. In this work, we
address a quantitative approach to mitigating reward hacking agents with automatic
identification and correction. First, we propose a mechanism to classify whether
an agent exhibits reward hacking using divergence from a trusted policy πtrusted.
Second, after reproducing instances of reward hacking, we attempt to correct be-
havior by integrating feedback from a Vision-Language Model (VLM) as a loss
regularization term.

1 Introduction

Reinforcement learning has led to breakthroughs in areas such as robotics, game-playing, and LLMs
[13]. However, one of its fundamental challenges is the design of reward functions that effectively
capture the human-intended objectives of a task [2]. In many cases, the true reward function is either
sparse or difficult to specify explicitly, necessitating the use of proxy rewards. Use of such proxies,
however, introduces the concept of reward hacking, where an agent discovers unintended strategies to
maximize reward without accomplishing the underlying goal.

Reward hacking can manifest in both benign and harmful ways. In some cases, agents discover
novel but unintended strategies that still achieve high rewards, such as finding new methods for
robot locomotion. However, it is more problematic when agents exploit bugs, manipulate physics
engines, cheat, or even engage in deceptive behavior [5] [4]. Mitigating reward hacking is essential for
deploying RL in high-trust settings, where unintended behaviors could compromise safety, reliability,
or ethical standards.

In this work, we propose an approach that leverages policy divergence thresholding and Vision-
Language Models (VLMs) to classify and mitigate reward hacking at training time. VLMs, which
process both visual and textual information, have shown strong generalization capabilities in tasks
requiring multimodal reasoning. We explore how feedback from VLMs can be integrated into the
RL training pipeline to improve alignment between proxy rewards and the true underlying objective.
By incorporating VLM-based signals into the training loss, we aim to reduce instances of reward
hacking and enhance the overall robustness of RL agents. Specifically, we aim to find out if VLMs
are capable of mitigating reward hacking even when the reward function is poorly specified.
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2 Background

2.1 Markov Decision Processes

We expect readers to have a basic understanding of reinforcement learning—if needed, they can
also refer to Sutton and Barto’s Reinforcement Learning: An Introduction [11]. We start with a
formalism of the finite-horizon Markov Decision Process (MDP), a widely-used RL framework to
model decision-making uncertainty. Formally, an MDP is a tuple (S,A, P,R,D, γ) where S is a
set of states, A is a set of actions available to the agent, P : S × A −→ ∆S is a transition function,
R : S × A −→ R is a deterministic reward function (dependent on the action, current state, and
subsequent state), D is a set of termination states, and γ ∈ [0, 1] is the discount factor. A finite
trajectory τ of an agent, otherwise known as a rollout, is a finite sequence of states and actions
(s0, a0, r0, . . . , sT , aT , rT ) that the agent encounters as it traverses the environment under a policy π.
The return of a trajectory is defined as the sum of discounted rewards G(τ) = ΣT

t=0γ
trt, and the

value of a policy is the expected return of trajectories J(π) = Eτ∼π[G(τ)].

In the context of our experiments, all environments have a fixed initial state (a point distribution) with
some true reward Rtrue that is not directly visible to the agent. Instead, the reward is given by either a
proxy reward Rproxy or a VLM-altered reward RVLM, which we will describe later.

2.2 Formalizing Reward Hacking

Skalse et al. [10] produce a formalism which we will echo to describe reward hacking. Using the idea
of trajectory return, we define a proxy reward Rproxy to be hackable with respect to a true reward
Rtrue if a proxy reward estimates the return of policy π as better than another policy π′ while the true
reward estimates the return of π′ as better than the return of π. In other words, if we let JR(π) be the
expected value of policy π trained to optimize reward function R, then reward hacking can occur if
there exist π, π′ ∈ Π such that:

JRproxy(π) < JRproxy(π
′) but JRtrue(π) > JRtrue(π

′).

Conversely, an unhackable true-proxy reward pair can only exist if the returns of any two trajectories
uphold the same relationship. Formally,

∀π, π′ ∈ Π : JRproxy(π) < JRproxy(π
′) =⇒ JRtrue(π) ≤ JRtrue(π

′).

Unhackable reward functions are rare, as any reward function designed for practical use is susceptible
to some degree of exploitation. This lends some credence in our effort to combat reward hacking.
Hackable environments are not just an empirical phenomenon, but a fundamental challenge in RL
design.

2.3 Policy Divergence as Metric for Detecting Reward Hacking

Pan et. al. [7] introduce an idea we explore for reward hacking detection. Given a trusted policy
πtrusted that is known to not exhibit reward hacking, the authors use a modified symmetric version of
the KL divergence called Jensen-Shannon Divergence (JSD). The JSD between any two probability
distributions P and Q is calculated as follows:

JSD(P ∥ Q) = 1
2DKL

(
P ∥ 1

2 (P +Q)
)
+ 1

2DKL
(
Q ∥ 1

2 (P +Q)
)

Where DKL is the KL divergence. The authors rollout N trajectories separately from πtrusted and
πunknown, where (sij , aij , rij , s

′
ij , dij) represents the MDP state at the jth timestep for trajectory i.

We also denote τi as the ith trajectory from the rollouts. We then compute the mean JSD between
action distributions in the two rollouts. We will use notation JSD(πunknown ∥ πtrusted) to denote this
mean JSD:

JSD(πunknown ∥ πtrusted) =
1
N

∑N
i=1

∑|τi|
j=1 JSD(πunknown(sij) ∥ πtrusted(sij)).

Because the policies are stochastic, in experiment it is possible for JSD(π ∥ π) ̸= 0. However, we
intuitively expect this value to be low, as the action distributions will still be quite similar to each
other. For a reward hacking policy, we expect the divergence of action distributions between the
trusted and the unknown policy to be much higher. As a result, flagging reward hacking behavior can
be achieved based on mean JSD.
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2.4 VLMs as Sources for Rewards

Recent work has explored the potential of VLMs as reward sources for reinforcement learning,
as they can provide meaningful, human-aligned evaluations of agent behavior without requiring
manually crafted reward functions. For example, Rocamonde et. al. [8] use CLIP with cosine
similarity between trajectory frames and natural-language task specifications as a reward function.
Baumli et al. also [1] investigates the feasibility of using off-the-shelf VLMs as sources of reward
signals and specifying a desired objective in natural language. Their findings suggest that larger
VLMs provide more accurate and generalizable rewards, as VLMs inherently capture semantic and
contextual understanding which can improve agent performance in visually guided tasks. However,
VLMs can exhibit inconsistencies in certain environments, and small models have limitations in
temporal understanding.

2.5 Contribution

Our work attempts to systematically address reward hacking through two methods:

• Policy-divergence-based detection: We introduce a method to quantitatively detect reward
hacking by comparing a learned policy to a trusted policy πtrusted. If the divergence exceeds a
certain threshold, our system flags the behavior as potentially reward-hacking. This approach
serves as a more automated way to identify potential anomalies rather than relying on ad-hoc
or qualitative analysis.

• VLM-based trajectory feedback: We integrate VLM feedback of the agent’s trajectory
as an auxiliary signal to the proxy reward to correct behavior once reward hacking has
been detected. Specifically, we treat VLM feedback as a regularization term in the RL loss
function, penalizing behavior that is likely to correspond to reward hacking and encouraging
behavior that aligns with the intended objective.

3 Methods

3.1 Pretraining With Gymnasium [12]

Given our limited compute power, we decided to organize our training runs into multiple phases. The
first phase focuses on pretraining a policy πpretrained with the default Gymnasium reward function.
We then perform post-training with one of two objectives. The post-trained policy πproxy is trained
with a proxy reward function Rproxy intended to induce reward hacking. We also perform continued
pre-training with the same Gymnasium default reward function to create a policy πcontinued.

3.2 Injecting VLM in Regularization

The "hacky" policy, πproxy, is then further trained with reward signals from a vision-language model
to produce πVLM. Our aim is to introduce the VLM as a regularizer for the reward hacking policy,
using its world knowledge to discern the difference between hacking and non-hacking policies. We
define this reward function over trajectories rather than state-action pairs. Let rVLM(τ) be the raw
VLM rewards for the trajectory, and let RVLM(τ) be the full reward function.

RVLM(τ) = 1
|τ |

(∑|τ |
i=1 Rproxy(si, ai)

)
+ α · σasym (rVLM(τ))

While training with this reward function, we simply let τ be the trajectory experienced so far. The
hyperparameter α controls the importance of the VLM feedback in the loss. The function σasym is an
asymmetric logit, designed to strongly inflate the negativity of VLM rewards below 0.5 (indicative
of hacking), while weakly amplifying rewards above 0.5. Essentially we want the VLM to act as a
penalizer for reward hacking rather than as a reinforcer of good behavior. We use GPT-4o as our
VLM, prompting it with a grid of frames taken from the policy’s trajectory and a natural language
description of the intended task.

We assume that RVLM is an approximation of the true reward function Rtrue. Suppose there is an
optimal policy, π∗ under RVLM. As our later experiments show, we cannot feasibly train π∗, so we
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train an approximation to the optimal policy under the VLM, which we denote as πtrusted. We treat
this as our approximation of a trusted policy.

π∗ = argmaxπ∈Πθ
Eτ∼f(·|π,s0)[RVLM(τ)]

Define πtrusted :
∣∣Eτ∼f(·|πtrusted,s0)[RVLM(τ)]− Eτ∼f(·|π∗,s0)[RVLM(τ)]

∣∣ ≤ ε

Where Πθ is the set of policies defined by neural networks parameterized by weights θ, and ε is an
arbitrarily small approximation threshold.

3.3 Statistical Analysis for Detecting Reward Hacking

As we train "hacky" policies according to Rproxy, We want a quantitative way to corroborate that
Rproxy induces reward hacking. Our first approach is to take inspiration from Pan et. al. [7]. This
work observed that reward hacking occurs when RL agents exhibit phase transitions during training.
Phase transitions are characterized by sharp changes in the agent’s behavior, which optimize the
proxy reward at the expense of the true reward. Rather than training anomaly detectors as in [7], we
attempt to quantify this definition with a measurable threshold between true and proxy reward to
objectively characterize phase transitions. Our approach uses a time-dependent, one-sided T-test.

Let µs and σs represent parameters of the JSD distribution at time step s of training the proxy policy.
We define the threshold for reward hacking at time step s with a test statistic T (π, s). Minimizing
Jensen-Shannon divergence between two policies is a method used in imitation learning and reward
shaping [3], and we use this metric to test whether VLM feedback can shape the hacked proxy reward
towards the true reward.

Define the test statistic as: T (π, s) =
JSD

[
πVLM(s)

∥∥πproxy(s)
]
− µs

σs
.

If T (π, s) > zα, then we deem the divergence significant (indicative of reward hacking).

Since we wish to detect reward hacking in real-time during training, we must define a window to
compute µs and σs, which accounts for temporal changes in the distribution over training steps. We
chose a regressive sliding window with a fixed value of 100k steps to approximate this distribution.
With a confidence interval α = 0.99, zα = 2.33.2

4 Experiments

4.1 Inducing Reward Hacking

To investigate the feasibility of using VLMs to mitigate reward hacking at train time, we first induced
reward hacking in several environments. We intentionally used poorly specified reward functions and
trained agents using Proximal Policy Optimization (PPO) [9] to get them to exhibit reward hacking
behavior.

• MuJoCo Humanoid Walking: The intended task is for the humanoid agent to walk forward
efficiently. However, we designed a reward function that overly prioritized x distance from
origin without constraints on stability and control cost. As a result, the agent learned to
reach forward as far as possible, rather than walking naturally. In another instance, the
agent exploited minor instabilities in the physics engine by jittering rapidly in place, gaining
reward without moving realistically.

• MuJoCo Ant Jumping: The intended task is for the ant agent to learn to jump straight up,
with a proxy reward defined to maximize time spent with the torso in the air. The agent
instead learned how to flip and "cartwheel", maximizing time spent with the torso above a
height threshold, while never performing a true jumping motion.

2Our implementation of JS-Divergence calculation involves rolling out n = 5 trajectories, sampling and
computing the divergence between the action distributions at each step (limit N ≤ 100), and then aggregating
the mean JSD for all steps, and then again for all n rollouts. Our implementation follows details outlined by [7]
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4.1.1 Corroborating Reward Hacking Behavior With Jensen-Shannon Divergence

We test whether our heuristic of Jensen-Shannon divergence between πproxy and πtrusted is able to
flag for reward hacking during RL-agent training. We test on the humanoid environment, where
the true reward function is the Gymnasium default reward. Although we intended to use the policy
trained entirely on VLM feedback, computational constraints led us to allow πpretrained serve as our
approximation for πtrusted. For training πproxy, we let Rproxy be the distance from origin. Our results
are as follows:

Figure 1: Plots of JSD(πcontinued ∥ πproxy) and JSD(πcontinued ∥ πVLM) throughout the training of
πproxy and πVLM

Figure 2: Statistical significance of JSDi being an anomaly, where the µ and σ of the distribution are
given by samples JSDi−100000:i. Two stars s1 and s2 mark training steps where the JSD diverges

significantly between proxy and true policy.

To detect whether “changes” between trusted and proxy policies are significant during train time, we
employ a one-sided T-test. We present the results of our test-statistic analysis on the JSD value as
a function of training steps. The test statistics for JSD using πVLM and πproxy are on the same scale
and share a similar variance. Ultimately, this indicates that the VLM is not shaping the proxy reward
towards the true reward as expected.

We also hand-examine trajectories rolled out by πVLM and πproxy. We noticed the MuJoCo humanoid
πproxy, which optimizes from x-axis distance from the origin, exhibits qualitative signs of reward
hacking by extending its limbs outwards with no intention of stepping forward. However, even after
training πVLM, we notice similar reward hacking behaviors.

4.2 Training with VLM Regularization

The work of Baumli et al. [1] demonstrated promise in using VLMs in place of reward functions.
Our approach differs slightly in that we do not replace the reward function entirely, but instead use
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VLM feedback as an additional regularization mechanism, even when the primary reward function is
imperfect.

To ensure compatibility with VLMs, we processed learned trajectories by rolling them out and
rendering video sequences. From these videos, we sampled frames at regular intervals to construct
a grid of still frames. This static image representation effectively captured the motion of the agent,
allowing us to feed it to the VLM via API.

During training, we integrated VLM reward signals as described in 3.2. Due to computational
and monetary constraints associated with querying VLM APIs, we only applied VLM feedback at
regular intervals rather than at every timestep of the simulation. The implications of this decision are
discussed more in the Challenges (6.3) and Conclusion (5) sections.

Figure 3: rVLM (GPT Reward) and RVLM (Reward) while training the MuJoCo ant to perform a
straight up-down jump. rVLM has a low variance, suggesting the VLM is not providing an adequate

signal to learn from. This is further supported by the high variance of RVLM.

4.3 Are VLM Reward Signals Enough?

The results from Section 4.2 led us to question whether VLM reward signals were strong and reliable
enough to drive RL training at all. To test this, we explored replacing the reward function entirely
with VLM feedback, rather than using it as a regularization term. This would more directly assess the
reliability of VLM-generated rewards.

4.3.1 Training CartPole

To assess the VLM’s impact while keeping total train time within reasonable limits (due to the added
latency from API calls at each training step), we sought a simpler environment with a shorter training
time.

We selected CartPole (called InvertedPendulum in MuJoCo) for its simpler state, action, and observa-
tion spaces comapred to humanoid or animal environments. We first pretrained a policy using PPO
for 10,000 steps with the standard reward function, where the pendulum is considered healthy if its
absolute angle from vertical is less than 0.2 rad and unhealthy otherwise (causing termination). We
then fine-tuned for another 10,000 steps, once using the original reward function and once replacing
it entirely with VLM feedback, where the VLM, given an image of the current state, determined
whether the pendulum was in a healthy state.

From Figure 4, we observe that the average reward increases over episodes for both the original
and VLM-only reward functions. However, the VLM-only pipeline converges significantly more
slowly, both in terms of the number of episodes and absolute training time. The slower episode-wise
convergence is likely due to false negatives in the VLM-based rewards—incorrectly classifying
healthy states as unhealthy, leading to premature episode termination and stunted learning. The
increased absolute training time stems from the added latency of VLM API calls at each timestep,
which accumulates over the 10,000 steps of fine-tuning.
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Figure 4: Average reward vs. Episode for Standard reward function (top) and VLM-only reward
function (bottom) in PPO fine-tuning for 10,000 timesteps.

That said, reward does improve over time. From video trajectory analysis, the fine-tuned policy
maintained a healthy state for approximately 1 second longer than the base model when trained
with VLM-only rewards, and approximately 2 seconds longer when using the true reward function.
These results suggest that a VLM can, in fact, serve as a reward function replacement, though with a
substantial tradeoff in convergence speed.

5 Conclusion

5.1 Key Takeaways

Quantitatively detecting and characterizing reward hacking posed three key challenges. First, reward
hacking is highly task-dependent. While larger, more complex agents are more prone to exploiting
reward functions, training these agents is difficult and can bottleneck experiments. Second, our VLM
feedback pipeline worked well with continuous rewards and demonstrated an ability to segment
trajectories and agent behavior based on human-like understanding. However, generating consistent
VLM scores remains challenging, and obtaining a substantial amount of VLM feedback relative
to training steps is both computationally expensive and time-consuming. Additionally, because
VLM feedback updates at a much lower frequency than PPO iterations, it introduces noise into
training, potentially interfering with PPO convergence. Our Cart-Pole experiment provided evidence
of VLM-based learning, which is promising, but integrating low-frequency VLM feedback into PPO
training effectively remains an open problem. Finally, while we identified time steps with significant
JSD between the true and proxy policies, we could not visually confirm that these policies were
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engaging in reward hacking. Longer training sessions and a broader range of experiments may help
validate this result in the future.

5.2 Future Work

In the short term, experimenting with different VLMs beyond OpenAI’s GPT-4o could reveal models
better suited for generating RL reward signals. Fine-tuning VLMs on task-specific data, rather than
using off-the-shelf models, may also improve reward signal reliability. Additionally, applying VLM
regularization at every timestep, while computationally intensive, could offer a better understanding
of the efficacy of VLMs in mitigating reward hacking. These areas present valuable opportunities for
future research.

VLMs show significant promise in the broader field of RL, offering the potential for more adaptive
reward signals. However, in the context of reward hacking mitigation, challenges remain. Qualitative
reward hacking is inherently a gray area, making it difficult to draw a clear line between "good"
reward hacking—where agents demonstrate creative problem solving—and "bad" behavior, such as
deceptive or exploitative actions. Defining and mitigating these forms of hacking without stifling
agent innovation will be a key challenge moving forward.

6 Project Retrospective

6.1 Project Goals

Our initial project idea was to use anomaly detection techniques as a means of detecting and flagging
reward hacking during training time. We had hoped to create a dataset of healthy trajectories (i.e.,
those that do not exhibit reward hacking), and use a CNN-based anomaly detector to vet learned
trajectories at training time. We hoped to have a dataset of good trajectories to train an anomaly
detector on by the checkpoint date, and to have the complete RL pipeline by the final due date.

As we started to experiment with different tasks, we realized that it would be difficult and time-
consuming to come up with representative datasets to train the anomaly detector on. Additionally,
we realized that this wouldn’t necessarily be as generalizable as we had hoped, as some tasks have
enough variance in their healthy trajectories that it would make anomaly detection challenging.

Given these challenges, we began exploring alternative approaches that could provide a more
generalizable and easily-scalable solution. Instead of relying on manually curated datasets of
healthy trajectories, we sought a method that could leverage external knowledge to evaluate behaviors
with more flexibility. This led us to consider VLMs, which are pre-trained on vast amounts of
real-world data and encode a rich understanding of physical dynamics, common-sense reasoning,
and human expectations about movement and behavior. Additionally, since VLMs can process both
visual and textual inputs, they offered a promising way to incorporate human-like evaluation into the
reinforcement loop, but without the human.

After pivoting to incorporate VLMs into our project, we modified our milestone goals: by the
checkpoint date, we aimed to manually induce reward hacking in several different environments and
tasks; by the final due date, we still aimed to have the full RL pipeline finished, but using a VLM to
modify the reward, and perform anomaly detection with statistical analysis instead of a classifier.

6.2 Project Organization

At the beginning of the project, during the reward hacking demonstration phase, we divided our efforts
by working on different environments independently, each exploring whether they were suitable for
our use case. The environments needed to be complex enough to exhibit reward hacking but simple
enough to train relatively quickly given our time and compute constraints. Once we transitioned to
integrating VLM feedback into training, we used mostly shared driver code for the VLM pipeline.
Each of us applied this pipeline to different training environments, tuning hyperparameters as
necessary.

We found that identifying suitable environments took much longer than anticipated, requiring exten-
sive trial and error. As a group, we are pleased with the fact that we were able to get our end-to-end
PPO pipeline with VLM-rewards to work. Ideally, we would have liked to more rigorously test
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this pipeline by invoking the VLM on every step (instead of at regular intervals, as it is currently
implemented), but we were limited by compute and budget constraints. If we could restart the project,
we would experiment with different RL algorithms besides PPO.

6.3 Challenges

6.3.1 Hosted vs. Local VLM Deployment

Using a hosted VLM API (e.g., OpenAI’s GPT models) introduced significant cost per query,
especially since image inputs consume substantial tokens. Given the iterative nature of RL training,
these costs quickly became prohibitive. Running a VLM locally avoids API costs but requires
sufficient compute and storage. We found that the stronger models exceeded our available resources
(personal laptops and CSIL storage), while models we could run locally lacked the accuracy needed
to reliably detect reward hacking.

6.3.2 Frequency of VLM Feedback

Ideally, VLM evaluation would occur at every training step, but this incurs heavy computational
overhead. Each step requires rolling out a trajectory, rendering it into a video and then image format,
and querying the VLM. All of this substantially increases training time. If using an API, frequent
queries further amplify costs. Reducing VLM feedback frequency (e.g., querying only every x steps)
mitigates these issues, but provides insufficient signal to meaningfully influence policy learning.
Balancing these trade-offs was a challenge throughout our project execution, and remains an area to
be explored.

6.3.3 Representing Videos as Still Images

In the tasks where we collaged the simulation into still images (e.g. MuJoCo Humanoid Walking),
it was very difficult to discern visually how the agent was moving from ∼ 50 still images. Lots of
information is lost when compressing videos to still collages, and we can partially attribute the VLMs
performance to this limitation. This limitation is inherent to VLMs; even with enough compute and a
fine-trained VLM, we expect performance to be heavily dependent on the task at hand and how easy
it is to represent visually.

6.3.4 VLM Reliability

Using off-the-shelf VLMs has the advantage of convenience and interoperability. Querying the VLM
is as simple as making a REST API call, and models can be swapped out easily to balance cost and
performance. However, this comes at the cost of the models being unspecialized and susceptible to
hallucination. In one case, we found that OpenAI’s GPT-4o was, on occasion, claiming that it "could
not diretly analyze images", even after accurately assessing agent performance for hundreds of calls
prior. When "unable" to evaluate the images, the VLM often output scores that were completely
hypothetical (and thus meaningless to the agent). We expect that by fine-tuning VLMs on the task at
hand (for example by providing synthetic simulation data), the performance of the pipeline would
improve.

Code

Experiment code is available at https://github.com/TanayB11/cs291i_project
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